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This comprehensive Internet Usage Policy outlines the guidelines and
expectations for all employees, contractors, and authorized users accessing the
internet through company resources. The policy aims to ensure responsible and
secure internet usage while maintaining productivity and protecting the
organization's interests.

1. Purpose and Scope
The purpose of this policy is to:
o Establish clear guidelines for acceptable internet use
e Protect the company's network and data from security threats
e Maintain employee productivity
o Ensure compliance with relevant laws and regulations
e Protect the company's reputation

This policy applies to all employees, contractors, temporary staff, and other
authorized users who access the internet using company-provided devices or
networks, whether on-site or remote.

2. Acceptable Use

The following activities are considered acceptable use of company internet
resources:

o Work-related research and information gathering
o Communication with clients, vendors, and business partners
o Accessing work-related online services and applications

o Professional development and training
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3.

Limited personal use during breaks or non-working hours, as long as it does
not interfere with work responsibilities or violate other policy guidelines

Prohibited Activities

The following activities are strictly prohibited when using company internet
resources:

4.

Accessing, downloading, or distributing illegal, offensive, or explicit material
Engaging in online gambling or betting activities

Conducting personal business or commercial activities unrelated to company
operations

Downloading or installing unauthorized software
Sharing confidential company information without proper authorization
Engaging in cyberbullying, harassment, or discriminatory behavior

Participating in non-work-related streaming or downloading of large files that
may impact network performance

Using peer-to-peer file-sharing services

Circumventing company security measures or attempting to gain unauthorized
access to systems

Security and Privacy

4.1 Network Security

To maintain network security, users must:

Use strong, unique passwords and change them regularly

Enable two-factor authentication when available

Never share login credentials with others

Log out of accounts when not in use, especially on shared devices

Report any suspicious activities or potential security breaches immediately to
the IT department
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4.2 Data Protection

Users are responsible for protecting sensitive company data:

Encrypt sensitive information when transmitting over the internet
e Use secure, company-approved cloud storage solutions for work-related files

» Avoid accessing confidential information on public Wi-Fi networks without
using a VPN

o Be cautious when opening email attachments or clicking on links from

unknown sources

4.3 Privacy Expectations

Users should be aware that:

o The company reserves the right to monitor internet usage on company
devices and networks

o There is no expectation of privacy when using company internet resources

e Personal information should not be stored on company devices or networks

5. Social Media Usage

When using social media, employees must:

Clearly distinguish between personal opinions and company statements
» Refrain from sharing confidential company information
o Adhere to the company's social media policy

e Avoid engaging in controversial or inflammatory discussions that could harm
the company's reputation

» Respect intellectual property rights and copyright laws

6. Email Usage
When using company email, users must:

e Use professional language and tone in all communications
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Avoid opening suspicious attachments or links
Refrain from sending large attachments that may overload the email system
Regularly clean out email inboxes to maintain storage limits

Use encryption when sending sensitive information via email

7. Bandwidth Usage

To ensure fair and efficient use of network resources:

8.

Limit streaming of non-work-related audio or video content
Avoid downloading large files during peak business hours

Use company-approved file compression tools when sending large
attachments

Close unnecessary browser tabs and applications when not in use

Remote Work Considerations

When working remotely, users must:

Use a company-approved VPN when accessing company resources
Ensure home Wi-Fi networks are secure and password-protected
Keep work devices separate from personal devices when possible

Store work-related documents on company-approved cloud storage, not local
drives

Be extra vigilant about phishing attempts and other security threats

9. Software and Application Usage

Regarding software and applications:

Only use company-approved software and applications for work-related tasks
Keep all software and applications up to date with the latest security patches
Do not disable or tamper with company-installed security software

Obtain proper licenses for all software used for work purposes
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10. Reporting Violations

Employees are encouraged to report any violations of this policy to their
immediate supervisor or the IT department. Reports can be made confidentially,
and the company prohibits retaliation against any employee who reports a
violation in good faith.

1. Consequences of Policy Violations

Violations of this Internet Usage Policy may result in disciplinary action, up to and
including termination of employment. Serious violations may also lead to legal
action if applicable laws are breached.

12. Policy Review and Updates

This policy will be reviewed annually and updated as necessary to reflect changes
in technology, laws, and business needs. Employees will be notified of any
significant changes to the policy.

13. Acknowledgment and Consent

All employees and authorized users are required to acknowledge that they have
read, understood, and agree to comply with this Internet Usage Policy. This
acknowledgment will be kept on file in the employee's personnel record.

14. Training and Education

The company will provide regular training and education sessions to ensure all
employees are aware of and understand this policy. These sessions will cover:

e Overview of the Internet Usage Policy
o Best practices for internet security
o Updates on new threats and how to avoid them

e Hands-on training for security tools and procedures

15. Exceptions

Internet Usage Policy



Any exceptions to this policy must be approved in writing by the IT department
and the employee's supervisor. Exceptions will be granted on a case-by-case
basis and documented accordingly.

16. Contact Information

For questions or concerns regarding this Internet Usage Policy, please contact:

IT Department: it@company.com

Human Resources: hr@company.com

Legal Department: legal@company.com

By implementing and adhering to this comprehensive Internet Usage Policy, we
aim to create a secure, productive, and responsible digital environment for all
employees and protect the company's valuable assets and reputation.
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